Abstract. Internet of Things (IoT), as a new paradigm for information management requires a number of novel solutions. The aim of this note is to consider methods and approaches needed to facilitate autonomous resource access. The access policies have not only to become capable of dealing with device-to-device interactions, but have to be flexible enough to deal with enormous heterogeneity of entities that are to interact in the IoT. Specifically, we will briefly summarize the existing approaches to access management and outline our approach to provisioning of the needed functionality.
Introduction
With the rising prevalence of connected devices, including networks of sensors, there is a growing interest in providing solutions for capturing, storing and processing the vast amounts of collected data. In this context, topics such as interoperability within the Internet of Things (IoT) also gained a lot of attention. A different issue that remains open, and at the same time growing in significance, is that of privacy and security of the data; on all levels of this fast growing ecosystem.
As what concerns regulation of access to the data and operations (services) exposed by the elements of the IoT, there are many similarities with the typical Web resources and services. There is an "entity," possibly described with several assigned attributes or roles, that requests access to "collected data" and/or physical or virtual resource(s) (or specific "services" available within such resources). In response, based on some declarative or imperative rules, such request is granted (or denied). Observe an important difference between the "standard web-provided" resources and such resources materializing in the IoT context. In the first case, typically, human-computer interactions are the core use-case. In the latter, the focus is on device-to-device interactions. Note also that in the case of the IoT, there are multiple reasons why the simple approaches, such as attribute or role based access control methods, may not scale well-enough and use of other solutions may be required.
The main aspects that make the IoT unique, when comparing to typical resources and services accessible in the Web, are: -Huge number of resources / producers ( [8, 9] ) -Fast growing number of consumers ( [10, 13, 23] ) -Enormous heterogeneity of data and service formats and descriptions ( [6, 7, 11, 14] ) -Unprecedented dynamics of (often short-lived) interactions between constantly changing parties ( [17, 18, 22] ) -Machine-machine interactions -especially on the "lower level" where, typically, one device "consuming" data produced by another device, while the role of the "human" is almost completely marginalized.
The aim of this note is to briefly summarize most common approaches of dealing with the aforementioned challenges and to introduce a semantically enriched access control policy system. To this effect, in the next sections we summarize: (i) policy-based access control, (ii) XACML language, (iii) semantic approaches to access control and (iv) semantic extensions to the XACML. We follow with an outline of the proposed approach to the (re)design of the Policy Information Point.
Policy based access control
Study of pertinent literature reveals the, in many cases, access control is embedded into the logic of the service or the resource provider, and intertwined with the business logic. However, in an environment consisting of a very large number of different services, such approach leads to an unmaintainable, inconsistent set of rules. In other words, it is rather difficult to be able to understand what policies do exist in the system (they are "hidden" within the devices) and how they relate to each other (e.g. [9, 17, 22] ).
A better approach would be to move access control decisions outside of the services and devices, e.g. into a centralized authorization component or a set of such components. One way to design such a subsystem would be to use an "engine" that uses declarative policies, specifying the conditions under which a given request is accepted, or when access is denied. Obviously, such approach would have to face the problem of having a "centralized" solution (i.e. potential bottleneck of a large-scale distributed system). However, this problem is in many ways mainly a technical one. As soon as we separate the logic and authorization rules from the logic of the applications, we can see them as being a common part of all (sub)systems within the IoT. In this case, the analysis of a specific request can be "scaled down" to the devices (note that, in this case, all devices would subscribe to the common rules -or a part of these rules that they need to operate). This, in turn, makes the problem technically solvable (using existing techniques; e.g. from the fields of Grid / P2P computing [16] .
